ISSN 2076-9326. Bicnux Knuorckosoi naramu. 2024. No 4

4. Oleinik S. V. & Stykhar I. Ya. (2015). Fond ridkisnykh vydan yak vazhlyvyi faktor zabezpechennia naukovo-
doslidnoidiialnosti u vyshchomu navchalnomu zakladi (na prykladi naukovoi biblioteky prykarpatskoho
natsionalnoho universytetu imeni Vasylia Stefanyka). lvano-Frankivsk: Vyd-vo NB DVNZ, pp. 206—213.

14. Pravyla korystuvannia naukovo-tekhnichnoiu bibliotekoiu Natsionalnoho aerokosmichnoho universytetu
im. M. Ye. Zhukovskoho "KhAI" (n. d.). Natsionalnyi aerokosmichnyi universytet im. M. Ye. Zhukovskoho "KhAI"

vebsait. Available at: https://library.khai.edu/pravila-koristuvannya-naukovo-tehnyachnoyu-byablyaotekoyu-
nacyaonalnogo-aerokosmyachnogo-unyaversitetu-yam.-m.-ya.-zhukovskogo-haya.

5. Pravyla korystuvannia Naukovo-tekhnichnoiu bibliotekoiu Natsionalnoho aviatsiinoho universytetu. Naukovo-
tekhnichna biblioteka Natsionalnoho aviatsiinoho universytetu : vebsait. Available at: http://www.lib.nau.edu.ua
/about/RulesNew.htm.

6. Pro biblioteku (n. d.). Natsionalnyi aerokosmichnyi universytet im. M. Ye. Zhukovskoho "KhAI" : vebsait. Available
at: https://library.khai.edu/pro-byablyaoteku.

7. Pro biblioteku (n. d.). Naukovo-tekhnichna biblioteka Natsionalnoho aviatsiinoho universytetu : vebsait Available
at: http://www.lib.nau.edu.ua/about/.

8. Fondy ta kolektsii (n. d.). NTB Natsionalnoho tekhnichnoho universytetu Ukrainy "Kyivskyi politekhnichnyi instytut
imeni lhoria Sikorskoho" : vebsait. Available at: https://www.library.kpi.ua/resources/fondy-ta-kolektsiyi/#special

collections.

9. Kharytonenko O. (2019). "Represovani" ta "reabilitovani" pidruchnyky z kolektsii Naukovoi biblioteky NPU im.
M. P. Drahomanova. Visnyk Knyzhkovoi palaty, 8, pp. 48—52.

10. Tsyfrova biblioteka (n.d.). NTB Natsionalnoho tekhnichnoho universytetu Ukrainy "Kyivskyi politekhnichnyi
instytut imeni Ihoria Sikorskoho™ : vebsait. Available at: https://dil.kpi.ua/dlibra.

11. Tsinni vydannia kintsia XIX — pochatku XX st. Z fondu Naukovo-tekhnichnoi biblioteky Natsionalnoho
aviatsiinoho universytetu. Ch. 1. Aviatsiia. Povitroplavannia (1897—1940): retrospektyvnyi bibliohrafichnyi
pokazhchyk (2018). Kyiv: NAU.

12. Chasti zapytannia (n. d.). NTB Natsionalnoho tekhnichnoho universytetu Ukrainy "Kyivskyi politekhnichnyi instytut
imeni Ihoria Sikorskoho" : vebsait. Available at: https://www.library.kpi.ua/fag/.

Hamiiimmna no pemakiii 15 mororo 2024 poxy

IHOOPMALLIMHA

YAK 005.922-028.27:004.056](477)(045)
DOI: 10.36273/2076-9555.2024.4(333).39-44
Olesia Fedoruk,
Doctor of Philosophy (PhD),
Senior Teacher of the Department of Document Studies
and Information Activitiesof the National University of Ostroh Academy,
e-mail: olesia.fedoruk@oa.edu.ua
ORCID: https://orcid.org/0000-0001-7646-9604

Security and protection of information in electronic
document management systems: improving the level of cyber defense

The article describes the main threats to electronic document management systems. The importance of the
electronic document management system for organizational processes of enterprises and information security is
considered. Particular importance is the use of electronic document management systems for the efficiency and speed of
performing organizational functions.

The article analyzes the aspects of information security when using electronic document management systems in
practice and the effectiveness of implementation to ensure information security in comparison with traditional paper
document management. The importance of the Information Security Strategy until 2025, approved by the Cabinet of
Ministers of Ukraine, is emphasized. Attention is focused on the advantages of using the stages of implementing the
cybersecurity model in electronic document management systems to protect information and data.

It also discusses best practices for secure document storage and sharing that promote an integrated approach to
various aspects of document management security to protect confidential information from potential cyber threats. The
criteria for choosing a high-quality electronic document management system, for ensuring information security and
countering cyber attacks are quite important.

In particular, attention is focused on modern antivirus technologies that allow detecting almost all known viruses
by comparing the code of a suspicious file with samples stored in the antivirus database. Therefore, for organizations
seeking to use the latest technologies, information security is essential in electronic document management systems to
increase the level of cybersecurity.
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The problem in general. Modern society is
transforming into an era of digitalization of manage-
ment processes, replacing paper-based workflow
with electronic one. Accordingly, the problem of
information security arises, since the basic element
of any electronic document management system is a
document.

There is a need to protect not only documents,
but also the operability of electronic document
management systems, ensuring quick recovery from
damage, failures or cyberattacks. The protection of
electronic document management systems should be
comprehensive and provide for protection at all
levels, from the protection of physical media and
data to organizational measures.

The main problem today is the effective pro-
tection of information, namely the protection of
documents and the preservation of information from
unauthorized access.

Therefore, today there is a problem of
comprehensive protection of electronic systems. In
particular, it is necessary to protect the hardware
elements of the system, it is necessary to provide for
the protection of the system files of the software and
database, and documents and information stored
within the system should also be protected.

Analysis of researches and publication. Today,
there is a problem of full-fledged information security
in electronic document management systems. Most
modern organizations are not equipped with the
proper tools to implement effective protection of
electronic document management systems, which leads
to system failures, document destruction and cyber-
criminals taking possession of sensitive information.

For the study of this problem, works on infor-
mation security and cybersecurity in the activities of
organizations are of particular importance (I. Sopilko
[11], ©. Panchenko [9], N. Kukharska [3], O. Polotai
[3], A. Azarova [1], |. Dohtieva, A. Shyian, and others);
legal support of information security (Y. Kuniev,
V. Vyzdryk, O. Melnyk); information security in
electronic document management systems (L. Pid-
dubna [10], V. Pavlichenko).

The literature analysis shows that the topic is
relevant to today's realities. At the same time, the
topic is not sufficiently researched, as many aspects
remain open.

The purpose of the article is to substantiate
information  security in  electronic  document
management systems and to overcome the main
threats of cyber attacks.

Presentation of main materials. Today, orga-
nizations are actively implementing electronic docu-
ment management systems to implement manage-
ment processes. The popularization of electronic
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document management systems is driven by the
digitalization of production processes and the effi-
ciency of using electronic documents. At the same
time, if we compare the protection of paper and
electronic documents, it is usually impossible to
protect paper versions of documents with several
levels of protection as it is possible with electronic
forms of documents.

In today's organizational environment, informa-
tion is one of the most valuable assets. Today, cyber-
crime is becoming more sophisticated, and infor-
mation security has become a critical need. The
electronic world penetrates all the constituent ele-
ments of the organizational processes of enterprises,
and today there are many threats to electronic
document management systems. Today, one of the
most important requirements for any electronic
document management system is to ensure infor-
mation security of electronic document exchange.
According to the Law of Ukraine "On Protection of
Information in Information and Telecommunication
Systems" [8], information protection is an activity
aimed at preventing unauthorized actions with
respect to information in the system. At the same
time, the responsibility for ensuring the protection of
information lies with the system owner.

In accordance with the current realities of global
information security, the main threats to electronic
document management systems can be classified as
follows:

— threat to integrity — is the damage, destruc-
tion or distortion of information, which can be either
unintentional in cases of errors and failures or
malicious;

— threat to confidentiality — is any violation of
confidentiality, including theft, interception of
information, change of routes, etc.;

— threat to system performance — is a threat,
the realization of which leads to disruption or termi-
nation of the system, including intentional attacks, user
errors, as well as hardware and software failures;

— impossibility to prove authorship — this is a
threat that is expressed in the fact that if an electronic
digital signature is not used in the document flow, it
is impossible to prove that it was this user who
created the document (and it is impossible to make
the document flow legally significant);

— threat to availability — is a threat that
disrupts the ability of users who have the right to
access it to obtain the necessary information within a
reasonable time [5].

Information stored on servers is usually pro-
tected by access control and encryption. If the entire
corporate network of an organization is located
within a single local computer system, this may be
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sufficient to protect confidential information. Howe-
ver, if the organization has an extensive structure,
including branches, structural units, regional offices
and employees working in remote locations, the
issue of information security when exchanging
confidential data becomes more important [14].

In real working conditions, information security
can be violated due to many factors, namely:
unauthorized dissemination of information, use and
violation of the integrity, confidentiality and
availability of information; negative information
influence; fraud in trade and financial transactions;
unauthorized access to organizational management
systems, technological processes and cyber attacks.

Today, any organization should understand that
the most important function of any electronic
document management system is to ensure infor-
mation security and electronic document exchange,
so when implementing electronic document manage-
ment systems in the activities of organizations, it is

necessary to protect electronic document flow. This
is due to the increase in the number of confidential
documents in public authorities and organizations of
various forms of ownership and the active transition
to electronic document management systems. The
approach to protecting electronic document manage-
ment should be comprehensive. It is necessary to
clearly assess the possible threats and risks of
electronic document management systems and the
possible losses from realized threats [5].

Particular importance is the use of electronic
document management systems for the efficiency
and speed of performing organizational functions.
Information security aspects are predominant in the
presence or absence of electronic document manage-
ment systems in an organization, which is why the
use of electronic document management systems in
practice is more effective in ensuring information
security than traditional paper-based document
management (table 1).

Table 1

Comparative aspects of information security of paper document flow and electronic document flow

Information security

aspect workflow

Using traditional paper-based

Using an electronic document
management system

Unauthorized access

Physical documents can be stolen or
viewed by unauthorized persons

Access to digital documents is limited
and can be controlled by security measures
such as passwords and encryption

Data backup

damage

Lack of appropriate backups can lead
to permanent loss of documents in
the event of a disaster, fire or physical

Digital documents can be backed up
regularly and stored securely in multiple
locations, minimizing the risk of loss

Control and audit
changes were made

It is difficult to track who had access
to physical documents and what

Electronic document management systems
can record and verify every access

and modification, providing control over
the history of changes

Compliance with regulatory

requirements .
g and security

Compliance can be difficult without
a system that ensures document control

Electronic document management systems
often include special functions

for compliance with legal regulations,
which simplifies the process

Secure cooperation

Collaborating on physical documents
can be risky, as documents can be lost
or shared with unauthorized people

Collaboration on electronic documents is
secure and controlled, reducing the risk
of information leakage

Source: by the author

Cyberwarfare and cyberterrorism are becoming
global in nature and have a pronounced dynamic, which
complicates their detection and counteraction. The
number of unauthorized interference with computers
that does not meet the standards of the International
Convention on Cyber Security has also increased [2].

In particular, on September 15, 2021, the Cabinet
of Ministers of Ukraine approved the Information
Security Strategy until 2025 [13]. The strategy
envisages countering internal and external threats to
information security, protecting the state sovereignty
and territorial integrity of Ukraine, supporting social
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and political stability, state defense, and ensuring the
rights and freedoms of every citizen through infor-
mation means and measures.

The results of the Strategy implementation
should include:

— secure information space;

— effective functioning of the strategic commu-
nications system;

— effective counteraction to the spread of
illegal content;

— information reintegration of Ukrainian citi-
zens living in the temporarily occupied territories
and adjacent territories of Ukraine;
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—increasing the level of media culture and
media literacy of the population;

— ensuring the protection of journalists' rights;

— formation of a national identity [7].

It should be emphasized that as document ma-
nagement continues its long transition from physical
documents to digital databases and cloud storage, the
potential for cyber threats is growing every year. As
such, it is critical that organizations understand and
address the link between document management and
cybersecurity. In this case, information security
remains a broader area and is applied to document
management, and cybersecurity is aimed at digitizing
documents [6].

Particular importance is the use of the stages of
implementing the cybersecurity model in electronic
document management systems to protect infor-
mation and data:

1. Professional management of information and
documents, granting access rights only to competent
and responsible employees.

2. Use of data classification technologies and
risk-based information for organizational processes.

3. Implementation of security criteria for access
to cloud storage and implementation of data leakage
prevention technologies. Use of technologies that
block abnormal connections.

4. Effective protection of data and information —
providing controls that restrict access to specific do-
cuments based on content, appointing responsible
persons for information protection.

Secure document storage and sharing best prac-
tices can be grouped into categories that promote a
holistic approach to various aspects of document
management security to protect sensitive information
from potential cyber threats, including:

— data classification and security measures, in-
cluding the practice of classifying documents based on
confidentiality, encrypting stored documents and data
in transit, implementing strict access controls, and
using multi-factor authentication to access documents;

— collaboration and user training ensures prac-
tices such as the use of secure collaboration plat-
forms, as well as training employees in cybersecurity
and best practices for document management;

— monitoring and response methods include
continuous monitoring of access to documents and
changes in the content of documents, as well as the de-
velopment of a clearly defined incident response plan;

— the control policy provides for the establish-
ment of clear stages of storage, destruction and
ensures that document management is in line with
industry standards;

— backup and data security practices are related
to regular backup of documents and selection of repu-
table cloud providers with strict data security policies;
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— software management and vendor consulta-
tion includes keeping software and tools up-to-date
and meeting security standards;

— ontinuity of organizational processes and se-
cure document sharing include practices such as
developing a contingency plan, using secure file
transfer methods when sharing documents, and
blocking access for employees who leave.

The main criteria for choosing a high-quality elect-
ronic document management system to ensure infor-
mation security and counteract cyber attacks: ensuring
the safety of electronic documents; closed access to the
electronic document management system; delimitation
of access rights; observance of the degree of confi-
dentiality in electronic document management systems;
cryptographic methods of data encryption may be used;
ensuring the reliability of information; logging of
actions of users of electronic document management
systems. If properly configured and implemented,
logging in electronic document management systems
makes it possible to track all illegal actions of users,
and in case of prompt intervention, even stop an
attempt of illegal or harmful actions [4].

The concept of information security is not
limited to the security of technical information
systems or the security of information in numerical
or electronic form, but concerns all aspects of data or
information protection regardless of the form in
which it is stored. Therefore, information security is
the state of the level of security of the information
environment, and information protection is an
activity aimed at preventing leakage of protected
information from unintentional and unauthorized
influences on the protected information, i.e. a
process aimed at achieving this state [4].

A much more effective solution for protecting
an electronic document is to assign security para-
meters that are an integral part of the document
itself, such parameters include criteria that determine
the permanent security of the document: Confi-
dentiality, Authorization, Accountability, Integrity,
Authenticity, Non-repudiation (fig. 1).

Fig. 1. Six key criteria for keeping
documents secure at all time
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Source: [12, p. 334]

Each of these methods can be used both
independently and in integration with others. Modern
antivirus technologies can detect almost all known
viruses by comparing the code of a suspicious file
with samples stored in the antivirus database. In
addition, behavioral modeling technologies have
been developed to detect newly created virus
programs [12, p. 337].

Conclusions. In the digital era information
security should be a priority for all organizations
seeking to protect sensitive data. Any electronic
document management system must provide pro-
tection against threats, because organizing and im-

plementing information for
increases the risk of threats.

The protection of electronic document manage-
ment systems must be comprehensive at all levels,
from the protection of physical media and data to
organizational measures.

Thus, protecting information and increasing
cyber security is one of the main areas of
improving the efficiency, accuracy and quality of
management functions and interaction between
organizations. Therefore, the current perspective
of organizations is a vector for electronic do-
cument management with the use of information
and data protection functions.

management needs

Law of Ukraine at 5.X.2017 N 2163-VIII.

Decree of the President of Ukraine of 26.08.2021 No. 447/2021. Available at:

Law of Ukraine at 5.07.1994
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IHGOPMAYIIHO-0OKYMEHMHUX KOMYHIKAYI
Hayionanvnozco ynisepcumemy "Ocmpo3svra axademisn”
be3nexa ma 3axucm ingpopmauii y cucmemax

e1eKMPOHHO20 OOKYMEHNO000i2y: nidsuuieHH: pigna Kivepzaxucmy

Y ecmammi nodano onuc ocnoguux 3a2po3 01 cucmem eneKmpoHHO20 00KyMenmoooizy. Posensanymo eascaugicme

cucmemu eleKmpoHHO20 OOKYMeHmOoobi2y Ol OpeaHi3ayiliHux npoyecié nionpuemcmse ma 3abe3neueHus: iHpop-
mayiunoi Oe3nexu. Ocobause 3HAYEHHA MAE BUKOPUCMAHHA CUCMEM eleKMPOHHO20 OOKYMEeHmoobizy 011 egexmus-
HOCMI Ma WEUOKOCME GUKOHAHHSL OP2AHIZAYIUHUX YHKYIU.
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Ilpoananizosano acnexmu ingopmayitinoi besneku y npoyeci NPaAKMUuHO20 BUKOPUCMAHHA CUCTEM elleKm-
POHHO20 OOKYMEHmOo00iey ma epekmugHicms peanizayii 6 NOPIGHHHI 3 MPAOUYIUHUM NANEPOGUM OOKYMEHMOODIZOM.
Hazonoweno na sascnusocmi cxeéanenoi Kabinemom Minicmpie Vikpainu Cmpameeii ingpopmayiiinoi 6esnexu 0o 2025 p.
AxyenmosaHo Ha nepesazax y 6UKOPUCMAHHI emanie eNposad’ceHHs Mooeii Kibepbesneku 8 cucmemu ereKmpoHHO20
00KYyMeHmoobiey 014 3axucmy ingopmayii ma OaHux.

Posenanymo onmumansvui memoou 6Oe3neunozo 30epicanHs ma O0OMiHYy OOKYMeHMAMuU, AKi CAPUAIOMb KOMN-
JIeKCHOMY Ni0OX00y 00 PI3HUX ACheKMIi8 be3neKu Kepy8aHHs OOKyMeHmamu 0is 3axucmy Koupioenyiinoi ingpopmayii 6io
nomenyiinux Kibepsacpos. Iliocymosano, wo eadciusumu € Kpumepii 01s 6ubOpy AKICHOI cucmemu eiekmpoHHOZ0
O00KyMeHmoobiey, s 3abe3nevents iHghopmayiinol besnexu ma npomudii Kibepamaxam.

3ocepedoiceno yeazy Ha cy4acHux aHmMugIpyCHUX MeXHOA02IAX, w0 0almv 3Mo2y GUABUMU Mauidice 6Ci 8i00Mi
8IPYCHI npocpamu uepe3 NOPIBHAHHA KOOy NIO03pinoeo ¢haiiny 3i 3paskamu, wjo 36epiearomvci 8 aHmusipycHiti 6asi.
ITiocymosano, wo 0na opeauizayiil, AKI NpasHyms GUKOPUCMOBY8AMU HOBIMHI MeXHOAoe2ll, 3axucm inpopmayii €
8a2oMuM ma 0008'A3K08UM CKIAOHUKOM ) CUCeMAaX eleKMPOHHO20 OOKYMeHmMoobiey 01a niO8uuyeHHs pigHa Kibep-
3axucmy.

Knwowuoei cnoea: saxucm ingopmayii; cucmemu eieKmpoHHO20 OOKYMeHmoobizy;, 3azpo3u; Kibepzaxucm;
O0OKyMeHmu
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