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Information and hybrid challenges:
actualisation of the library practice legal content

The article examines theoretical concepts in understanding the following concepts: "information”, "legal
information”, "hybrid challenges™ and "library practices”. The author analyses the impact of the information practices
and their legal content in the context of hybrid impacts on the library services consumer. The prospects of acquiring
special competences in understanding the interactions of information as a legal instrument of the response to hybrid
threats for library staff are comprehended and determined.

The prospects for acquiring knowledge and practical skills in creating library practices as the information legal
tools in resisting the hybrid threats are determined.
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Introduction. Information, as an important com-
ponent of human existence, is characterised by various
branches and spheres, and therefore is defined, comp-
rehended, analysed and developed by the types of in-
fluence. Thus, legal information is of particular impor-
tance among the various types of information, which
allows to ensure legal relations in all spheres of life.
© Kopiievska O., Sviatogor Ye., 2025

According the Article 17 of the Law of Ukraine
"On Information", legal information is 'any infor-
mation about law, its system, sources, implemen-
tation, legal facts, legal relations, law and order,
offences and the fight against them and their
prevention, etc.' [12]. According to the law, "the sources
of legal information are the Constitution of Ukraine,
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other legislative and bylaw regulations, international
treaties and agreements, norms and principles of
international law, as well as non-normative legal
acts, media reports, public speeches, and other
sources of information on legal issues" [12].

To ensure access to legal information in Ukraine,
the accessible information resources have been
created and effective educational practices are being
implemented to raise awareness and knowledge of
the practical application of this type of information.

Legal information and its phenomenological
features are an actively studied phenomenon among
Ukrainian researchers. Despite the generally high
interest of scholars in the concept of "legal informa-
tion", the theoretical understanding of its phenomenon
is being updating, which caused by rapid political,
economic, social, cultural transformations, etc.

Theoretical Background. The defining mission
of legal information in its global and local
dimensions is emphasised by Ukrainian scholars who
stress the priority in relations of legal culture, where
information occupies a special place [7].

Legal information as an object of legal relations
is analysed by scholars through the prism of values
and influences. In her research, A. Borysova empha-
sises the globalisation of information flows, where
information manifests itself as a value that has a
decisive impact on the legal status and legal relations
between people [3].

Studying the conceptual phenomenon of legal
information, the scholars refer to its normative
characteristics (laws and regulations, international
treaties and agreements, principles of international
law, media reports, public speeches, and other sources
of information on legal issues), as well as focus on
the importance of non-normative influences.

Analysing theoretical and legal approaches to
the definition of the concept of "legal information”,
I. Kazmirova offers the author's concept of this term.
The researcher proposes to define legal information
"as any information about law, its system, sources,
mechanism of legal regulation, law and order,
offences and combating them, etc.” [5, p. 72].

Considering the phenomenon of legal informa-
tion, the researchers emphasise the importance of
such a concept as "legal awareness”. The scientists
are unanimous in determining the priority of the
latter in the processes of formation of human legal
awareness. Highlighting the criterion characteristic
of legal awareness, the scholars underline the key
role of acquiring legal knowledge and skills to apply
the rules of law in practice, to understand and defend
one's rights and freedoms, guaranteed by the
Constitution of Ukraine. Uniting legal consciousness
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with deep worldview, the scholars identify its
exceptional impact on human behaviour, based on
the ideals of the rule of law. The thesis "Law is
impossible without a developed public legal conscio-
usness of a person as well as there is no rule of law
democratic state without law" is undoubtedly rele-
vant to the Ukrainian reality [11, p. 128].

So, we determine the priority of the scientific
novelty of the research problem of the phenomenon
of information, its legal aspect in the system of
acquiring professional competencies for the effective
functioning of library practices in the context of
hybrid challenges. The theoretical understanding of
the defined issues allows us to increase legal awa-
reness and legal consciousness of the main groups of
stakeholders in the biotechnology business.

The legal awareness in the hybrid challenges
context is one of the most important components for
the social viability of a person, because knowledge
of one's rights and freedoms is an integral part of
human existence, legal awareness and legal culture.
In addition, the legal awareness is a crucial practice
of the information function in librarianship.

The issue of legal awareness is an urgent
theoretical and practical problem for Ukraine today.
It is a set of legal knowledge about legal norms,
rights, ways of their implementation in specific
relations and situations that is important for ensuring
both personal and professional life. Legal awareness
has become the vital issue during the Russian-
Ukrainian war, when the Ukrainian reality is under-
going rapid transformations in all spheres of human
existence, where people face a fierce hybrid challen-
ges and threats flow.

The concept of "legal awareness" as a theo-
retical category is not actively researched by the
Ukrainian scholars in the context of the hybrid
challenges, dealt with library practices. The vast
majority of legal scholars refer to such concepts as:
"information function of law", "legal information”,
"legal consciousness", "legal competence”, etc. The
Ukrainian scholars have not considered legal
awareness in the prism of professional competence
of cultural workers, librarians yet.

Analysing the Ukrainian scientists' researches,
concerned the legal awareness, we should note that
they are unanimous in their opinion that it is very
important for the legal system functioning.

Y. Dupai, a Ukrainian researcher, defines the
concept of "legal awareness" as "the process of
creating optimal conditions for the fullest possible
satisfaction of information and legal problems of
various subjects through the use of information
resources with advanced technologies” [4, p. 54].
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Analysing the legal awareness of society, she
emphasises the key role of ensuring the latter, as it is
crucial for the legal equality of people. Y. Dupai also
underlines the priority of cognition as a significant
and characteristic essence of law, where such principles
of legal cognition as openness, accessibility, official-
dom, and efficiency are significant [4, p. 54—D55].

Considering the specifics of the law informa-
tional function as the basis of legal awareness in
Ukraine, I. Antoshyna, a scholar, reveals the
historical origins of the understanding of legal
awareness. She notes that the existence of legal
customs and influences of the Ancient World rather
restrained legal awareness of people in order to
influence people. As the scientist rightly emphasises,
the legal system and legal awareness in its modern
sense are two interdependent categories. The latter is
the channel that allows forming individual legal
consciousness and legal culture [1].

The researcher's thesis that "The raising the
level of legal awareness is directly related to solving
such current issues as building a law-governed state,
building an information society, educating a citizen
of the country, who respects and observes the laws
and the interests of other citizens" [1, p. 137] is right.

Today, the issue of legal subject matter
competence in various professional manifestations is
relevant. Highlighting the concept and structure of
legal subject competences, L. Ryabovol, a Ukrainian
researcher, actualises the introduction of a compe-
tence-based approach to legal education. Its results
will be the abilities to correlate professional actions
with current legislation to comply with legal norms and
to evaluate life from the standpoint of law [14, p. 265].

The purpose of the article is to understand the
role and place of information and its legal content in
the context of hybrid challenges in context of the
actualisation of the library practices prospects and
transformations. To achieve the purpose, we have
defined the following tasks: to study the theoretical
approaches to understanding the concepts "informa-
tion", "legal information”, "hybrid challenges"; to
analyse the prospects for acquiring special compe-
tencies among the librarianship stakeholders as well
as the effective transformations of library practices
in the system of identifying hybrid challenges.

Results. The peculiarities of legal influence on
social relations in the cultural and artistic sphere, the
role and importance of legal awareness are
emphasised by the Ukrainian scholars. They focus on
the priority of legal knowledge in the professional
activities of cultural workers, as their legal awareness
allows them to ensure the cultural services consu-
mers' high-quality cultural rights and freedoms [6].
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In the study, we actualise the issue of legal
awareness as a professional competence of library
staff, and determine the particular relevance of this
issue in the context of hybrid challenges. Today, the
library is a communication centre that can provide
information as well as humanitarian, volunteer,
counselling, rehabilitation support.

Studying the libraries activities during the
Russian-Ukrainian war, the scholars are unanimous in
their conclusions about their special mission and role in
this difficult period for Ukraine. In the methodological
advice on the work of libraries under martial law, the
Department of Culture and Tourism of the Kharkiv Re-
gional Military Administration and the Kharkiv Regio-
nal Universal Scientific Library focus on active
transformations of the professional competences of
library staff. Today, the library operates as a centre for
free legal aid, setting up official websites, online
services, and preparing information materials that help
temporarily displaced persons receive all the necessary
information and legal assistance.

Legal awareness is an important professional
competence of a library worker, as they are entrusted
with a supporting mission in recording war crimes
within their local manifestation, namely: "dead,
wounded civilians as a result of the enemy's use of
weapons; facts of physical violence; damage, destruc-
tion of cultural buildings; damage to buildings and
monuments, non-military objects; damage to medical
and humanitarian missions" [13, p. 10].

Acquiring professional competences for library
staff, it is worth noting the activities of the Ukrainian
Library Association, which offers a number of edu-
cational events that help to increase legal awareness
in professional activities. For example, in 2023 and
2024, the ULA organised and held the following
events for the library community: an online seminar
"Copyright in the Library", the All-Ukrainian
Scientific and Practical Conference "Library. People.
War. Losses and achievements"”, V Scientific and
Practical Online Conference "Information Policy of
Memory — Survival, Preservation and Development
of Ukrainian Libraries in the Nowadays" [15].

In Ukrainian realities the library should poten-
tially be transformed into an information centre with
a set of practices that will help overcome hybrid
challenges and threats. After all, the military full-
scale aggression against Ukraine includes hybrid
forms of warfare. The hybrid warfare tools influence
a large number of people, destroying them emo-
tionally, erasing their values, and misleading them
with disinformation. Cultural trauma, culture shock
and cultural genocide are the negative consequences
of the Russian-Ukrainian war.
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The hybrid challenges and threats and the res-
ponse to them, are a crucial topic for the Ukrainian
reality. The Ukrainians are bombarded with a huge
amount of negative, false information, aimed at
destabilising both the individual and the society.

The understanding the nature of hybrid threats,
their goals and negative potential is essential know-
ledge for different segments of the population. Theo-
retical and practical awareness of identifying, coun-
tering and resisting the hybrid threats will help to
form both personal and social resilience. That is why
it is necessary to actively implement informational
and educational practices in the activities of various
institutions that can potentially work with the popu-
lation to understand the phenomenon of hybrid threats.

The libraries are one of such institutions. Their
main mission is to provide information services. The
prospects of the library as an information centre for
countering the hybrid threats are undeniable. To
implement this area of activities, library staff need to
acquire professional competencies that will allow
them to deal with the outlined issues.

The relevance of acquiring professional compe-
tencies for cultural workers is also highlighted by the
representatives of the academic community. The
special competencies, aimed at the information and
educational practices to resist the hybrid threats were
formulated within the framework of the Erasmus+
project "Academic Response to Hybrid Threat"
(WARN) 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-
JP, funded by the European Commission.

In our opinion, the practical tools to raise the
Ukrainians awareness about hybrid threats in library
information centres can be the practical manual "New
Hybrid Teaching Methodology" (authors: E. Balashov
et al.) [4] and "Glossary of Hybrid Threats" (authors:
S. Hryshko et al.) [10].

The librarians have the opportunity to acquire
such competences during their professional deve-
lopment at the LLL Centre at the National Academy
of Cultural and Arts Management. The Centre offers
specialised programmes developed by the represen-
tatives of the #WARN project team from the
NACAM, namely "New Hybrid Teaching Metho-

dology” [9] and "Cultural Practices as a Tool for
Countering Hybrid Threats in the Real and Virtual
Environment™ [8] are the information and educa-
tional resources. They allows to form professional
knowledge of the understanding of the terminology,
to apply them in the professional lexic; to recognize
the academic and educational practices as the
priority tools in the system of protection against
hybrid threats; to use effective teaching methods in
professional activities that will allow to develop the
lecturers and students skills. The subject matter of
the proposed programmes gives you the opportunity
to acquire knowledge about the introduction of
information centres in libraries on resisting the
hybrid threats.

Conclusions. The phenomenon of information
and its legal content in the prism of Ukrainian scholars
theoretical concepts and approaches are characterised
by the interdisciplinarity and the author's approach to
defining the researched concept phenomenology. It
should be emphasised that the scholars are unanimous
in asserting the significant mission of the legal content
of information in forming human civic consciousness,
understanding of rights and freedoms, supporting the
rule of law and its development. After all, the legal
knowledge allows us to carry out their professional
activities efficiently and responsibly, focusing on the
challenges of time and the complexity of the Ukrainian
present, which is characterised by active hybrid
influences.

To implement the functional direction of the
library as an information centre for response to
hybrid threats, the educational, methodological and
practical materials have been developed to carry out
the extremely necessary and relevant work.

The library, library practices have their effective
potential to develop the proactive people's skills, a
socially responsible citizen by the information and
educational services. The theoretical knowledge
about hybrid challenges, threats and practical skills
of their detection and response will allow us to form
an information culture of a person, who is capable of
legal personalised struggle against the enemy of
Ukraine.
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Onvea Koniescoka,

O00KMOpKa KYIbmyponozii,

npogecopka xagpeopu apmmeneolcMenmy ma i6enm-mexHon02it
Hayionanvhoi akademii kepignux kaopie Kyabmypu i Mucmeyme
€2en Ceamozop,

acnipanm 2 Kypcy

OHII "upopmayitina, 6ibriomeuna ma apxiena cnpaga”
Hayionanvhoi akademii kepieHux kaopie Kyibmypu i MUcCmeyme
Ingpopmauia ma 2iopuoni eukiuku:

aKkmyanizayia npasoeo2o 3micmy 0i0aiomeunol npaKkmuxKu

Y cmammi oocniooceno meopemuuni xouyenyii ocmucienns nowsame "inghopmayia”, "mpasosa ingopmayis”,
"eibpuoni euxauxu” ma "6ibniomeuna npaxmuxa". Ilpoananizoeano sHauenHs i 0il0 IHOOPMAYIUHUX NPAKMUK, IX
npagosull 3micm 6 ymoeax 2iOpudHux enaugie Ha cnodcueaya 6idniomeunoi nocayeu. OcmucieHo ma 6USHAYEHO
nepcneKmueHicms Habymmsi CneyiaibHUX KOMHEemMeHmMHOCMel I3 DO3YMIHHS 63AEMOBNIUGIE THQOpMayil K Npasosozo
IHCcmpymeHmy npomuoii 2iOpudHuUM 3a2po3am 01 npayieHuxie Oibniomexu. 3'sicosano nepcnekmueHicmos HAOYmMms
3HAHb | NPAKMUYHUX HABUYOK ) CMEOPEHHI OIONIOMEeYHUX NPAKmuK K iHQOPpMayiliHo2o npasoeoco IHCMPYMEHmy 6
NnOOONAHHI 2IOPUOHUX 3a2PO3.
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Iniyiamueu Mixcnapoouoi paou apxieie
Y cpepi nasuanna ma npogpeciitnozo po3eumkxy

Y emammi npoananizosano iniyiamuseu Mixcnapoonoi paou apxisie (MPA) y cghepi naguanus i npogecitinozo
PO36UmKy. Bpaxoeyrouu cyuachi 6uKIUKY, Maxi OOCHONCEHHS € KPUMUYHO BANCIUBUMU OISl 3A0E3NeYeHHsl BUCOKOT
sAKOCMI apXigHOi pobomu Ha 2N10OATbHOMY DiGHI.

Koncmamosano, wo euxopucmanusi mamepianie i ooxymenmis MPA € ochoow 0nsi ni02omosKu 6UCOKOKEANigi-
KOBAHUX KAOpis, 30amuux 3abe3neuumu nooaibuuli po3eumox i nonyaapuzayilo apxienoi eanysi. 3 oanady na ye enpo-
8A0ICEHHS HANPAYI08aHb 00CTiOHUKi8 MPA € npiopumemnum 3a60aHHIM HAYIOHATLHUX Opeanie y cghepi apxienoi cnpasu.

3aysaoiceno, upo MPA sidicpac yenmpanvhy ponv y cmanoapmu3ayii apxieHoi oceimu Ha MidXCHAPOOHOMY DI6Hi,
3abe3neuyoyu 2apMOHI3ayilo 3HAHL | NPaKmMuk mixc Kpainamu ceimy. Iniyiamueu MPA cnpusiome Hanazo0x4ceHHO
npocbecitinux 36'A3Ki6 Mixc apxigicmamu, wo 0a€ 3Mo2y O0OMIHIOBAMUCA 00C8I00M, HAUKPAWUMU NPAKMUKAMU MA
IHHOBayiamMuU. Ycniuine 6npoeaodiceHHss nPospam, CHPSIMOBAHUX HA RIO20MOSKY apxisicmie 00 pobomu 3 yugpposumu
OOKYMeHmMAaMu ma HOGIMHIMU MEXHON02IAMU, OeMoHcmpye adanmusHicms MPA 00 3min 6 inghopmayiiinomy cepedosuuyi.
Buxopucmanns cyuacnux oceimuix gpopmamie, sik-om OUCMaHyiline HAGYAHHs, CEPMUDIKAYIUHI npocpamu, IHMepaKmueHi
MpeHiHeU mowo, 0ae 3M02y 3a0e3neyumu SHyUKicms i eqoeKmueHiCmb NPOQeCilinozo PO36UMKY ApXieicmie.
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